Digital Onboarding through Access Control System

One unified platform to onboard people, issue credentials, and grant

access — instantly and securely

The Challenge

Organizations still rely on unsecure, slow, and costly onboarding processes:

e Long queues and human-dependent checks
e High exposure to identity fraud, spoofing, and deepfakes

e Expensive back-office operations

e Increasing pressure on privacy, data protection, and compliance

The Solution
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Premier Enterprise is a digital onboarding kiosk that automates identity verification by interfacing with your legacy
Access Control System. Optionally, user's identity can be double-checked by reading the user’s passport, ID card or
resident permit and performing an additional 2D-3D facial biometric verification. Once authentication is complete,
solution can issue various credentials, delivering a fast, contactless, and privacy-first user journey.

No Passwords. No PINs. No OTPs No biometric database. No documents download. No selfies.

User badges creation
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Manager creates the access and
(empty) biometric badges of the
employee, director, partner or third-

party.

Scan registration QR code

On-boarding

User scans her personal registration
QR code received by email on
Premier Enterprise kiosk.

Key Advantages

Face math. model computation
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Access Control System calls on-
premise Premier Enterprise Server to
compute an estimated 3D face math.
al model from the picture.

Live 3D facial authentication

Kiosk performs a live 3D facial
authentication, preventing any
photo/video deep-fake presentation
attacks.

e Ultra-fast onboarding: frictionless, contactless, < 200ms authentication
o High security: >99.999% biometric accuracy, resistant to photo & video deep fake presentation attacks

e Privacy-by-design: biometric template remains under user control, CNIL type 1 / GDPR / CCPA compliant
e Lower operational costs: automation replaces manual checks and reception desks

e Seamless integration: connects to legacy access control, visitor management, ERP, HR or identity systems
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Send QR registration email

Access Control System sends a
registration confirmation email which
contains the personal registration QR
code of the User.

Badge Issuance
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Upon successful authentication, kiosk
delivers the access badges and/or
validated 3D face token on
programmed medium: printed QR,
Desfire EV3 badae or mobile app.



