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Premier Enterprise Access 

Premier  Enterpr ise Access  is  a  2 - factor  authent icat ion software solut ion that  

secures access  control  for  enterpr ises ,  corporates,  and large organizat ions.   

The solut ion is  f i rs t  to br ing 2 -factor  authent icat ion based on demater ia l ized 

badges and 3D facia l  ver i f icat ion.  The solut ion supports  var ious hardware 

plat forms and is  interoperable  with mult iple  door readers/systems without  

requir ing a technic ian to wire  a  s ingle  cable.   

Premier Enterpr i se  Access sui ts  wel l  for  enterpr ises  and large organizat ions who 

want  address ing the needs of premium secur i ty ,  f r ic t ionless experience,  data 

pr ivacy & protect ion compliance and cost  sav ings .

Premier Enterprise contactless & hands-free access journey   

1. Biometric kiosk detects mobile application via Bluetooth Low Energy (or NFC, QR) 

2. Biometric kiosk securely reads User ID & biometric hash from mobile app. 

3. User looks at kiosk 1-2 seconds to perform a local 3D facial verification 

4. Kiosk sends verification result to mobile app. via Bluetooth Low Energy  

5. Mobile app. presents badge ID to door reader via Bluetooth Low Energy 

6. Door system verifies badge authorization and opens door 



 

 

 

 

 

 

 

 

 

 

 

WHY PREMIER  

ENTERPRISE ACCESS? 

Ultimate enterprise-grade security 

NFC/RFID badges are not  that secure a nd re ly  on the 

assumption that  i f  a device or token is  authent icated, then the 

User  is  somehow authent icated.  This  is  a  fa lse  s tatement as  

badges can be eas i ly  exchanged,  s tolen,  lost ,  or  even 

dupl icated.  

By adding 3D facia l  b iometry  as  a second factor ,  Premier  

Enterpr ise  Access  now offers  t rue secur i ty  to enterpr ises .  The 

solut ion is  100% res i l ient  to photo or  v ideo deep -fake 

presentat ion at tacks  and  implements  end-to-end ZERO Trust  

concept  such as  encrypted communicat ion data,  no personal  

data,  no biometr ic  database,  no authent icat ion server .  

Streamlined access control experience  

Just  present  yoursel f  at  the gate,  look a  second at  the 

biometr ic  k iosk and get in.  Premier Enterpr ise Access has 

been designed to work in tough environments  re gardless 

of  the l ight ing condit ions and ethnical  groups,  for  both 

indoor and outdoor uses,  f rom 5°  to 45°  Cels ius  or  -20°  to 

+50°  Cels ius  ( * d e p e n d i n g  o n  t h e  h a r d w a r e  a n d  3 D  c a m e r a  s e l e c t e d ) .  

But  nowadays,  e nterpr ises  require  extending access 

controls  to many other  serv ices  such as  park ing access,  

e levators ,  shared pr inters ,  employee’s  lockers ,  cafeter ia 

payments  or  company nursery  access .   

Thanks to Premier  Enterpr ise  Access mult i -serv ices 

support ,  enterpr ises  can now easi ly  a nd remotely  manage 

al l  their  access  control  se rv ices  across their  premises and 

around the globe with  only  one solut ion.  



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

  

Total data privacy & protection 

Premier  Enterpr ise Access  is  f i rs t  in  the enterpr ise  ident i ty  

market  to have been designed with  total  data pr ivacy and 

protect ion.   

The solut ion complies  wi th  the str ictest  pr ivacy & protect ion 

laws  and standards* ,  inc luding CNIL direct ive 2019_001 

art ic le  7 -  biometr ic  template “ type 1”  and GDPR art ic le 25 

where the biometry  is  only  s tored into the User ’s  device.  

Unl ike al l  other  a l ternat ives in the market ,  Premier Enterpr ise  

Access  does not  use any biometry  datab ase or  connect  to any 

authent icat ion server .  

 

* P r e m i e r  E n t e r p r i s e  A c c e s s  F I D O 2  l e v e l  1  c e r t i f i c a t i o n  o n  r o a d m a p  2 0 2 2   

 

Unrivaled universality & versatile architecture 

Premier  Enterpr ise Access k iosk software runs on near ly  any  

hardware (x86 or  ARM v8-64 core archi tecture)  and plat forms 

(Windows 10/ IoT,  L inux,  Android)  and supports  most  common 

Structured L ight or  Time -of-F l ight  3D cameras avai lable  in the 

market .   

Depending on the door reader to support  B luetooth Low 

Energy (BLE)  and which enterpr ise  mobi le  wal let  is  used,  

Premier  Enterpr ise Access  biometr ic  k iosk hardware can be 

instal led instantaneously  by just  plug - in the k iosk to an 

e lectr ici ty  out let ,  wi thout  requir ing a technic ian to wire  a 

s ingle  cable  between the k iosk and the door reader.  

As  enterpr ise  mobile  wal let s  are  regular  mobi le  appl icat ion 

avai lable  on AppStore and Play  Store  (e .g Pack ID by Orange 

Business  Serv ices) ,  IT  administrator  can eas i ly  mana ge Users 

and mobi le  devices  wi th  their  legacy Mobi le Device 

Management (MDM) solut ion.  



  

A WIDE CHOICE OF  

BIOMETRIC KIOSK HARDWARE CONFIGURATIONS  
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MULTI-SERVICES  

ENTERPRISE MOBILE WALLETS (iOS & Android) 

  

PackID by OBS 
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