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Secure 2FA Access Control with Orange PackID 

Mobile Badges 
Frictionless, high-security access using 3D biometrics and Orange Pack ID 

mobile badges 

The Challenge 

Traditional access control systems face growing limitations: 

• Badge sharing, lost cards, and stolen credentials 

• Weak single-factor authentication: authenticating a badge is not authenticating a person 

• High operating costs and up 15-20% badges to renew annually 

• Poor user experience with PINs, passwords, or OTPs 

Organizations need stronger security without adding friction while saving costs 
 

 The Solution 

Premier Enterprise, combined with Orange Pack ID mobile badges, delivers a true 2-factor access control solution: 

• Something you have: a secure mobile badge (Pack ID) 

• Something you are: live 3D facial biometric authentication 

No passwords. No PINs. No physical badges required. 

 

Key Advantages 

• True 2-factor authentication:  mobile badge + 3D facial authentication  

• Premium security level: >99.999% accuracy, instant activation/deactivation, photo/video deep fakes blocked 

• Contactless & fast UX: <0.5 second access, day or night, 24/7 

• Privacy-by-design: GDPR / CNIL / CCPA compliant, no biometric database 

• Low-effort integration: many badge readers compliant with PackID such as STID, ARD, Kelio, RFIdeas, Elatec... 

• Cost-cutting: no more plastic badges, multi-tenants, multi-sites, fixed licensing model per kiosk  

3D facial authentication 
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Kiosk performs a live 3D facial verification 

and detects any photo/video deep fake 

frauds. If authentication is successful, 

biometric token is updated into Pack ID 

mobile application. 
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NFC/BLE access badge reading 

If User is authenticated, access/service 

badges are enabled during the time 

defined in Pack ID platform. User can 

then present Pack ID badges to NFC/BLE 

readers to open door or access services. 
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User goes to Premier Enterprise kiosk: 

biometric token is read in Pack ID mobile 

application by kiosk through a secure 

Bluetooth communication. 
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